
Office 365 Active Directory Data Integration  



The table below confirms the fields that are created and updated from Active Directory in 
StaffCircle for new and existing users on the platform, along with any exceptions or specific 
rules if the data is not provided. 
 
 

Active Directory 
(Graph API Object) 

StaffCircle Data 
Object 

New User 

Existing User 
1. It will not overwirte 
data in SC with an 
empty value from AD 
unless a default is 
specified 
2. Follow the same 
logic rules as a New 
User 

Id ActiveDirectoryId Y Y 
GivenName FirstName Y Y 

Surname SecondName 

Y 
If the Surname field is 
null from AD then the 
user will not be 
created in StaffCircle Y 

Birthday DateOfBirth 

Y 
If not set in AD it 
defaults to 1st January 
2000 
If user set in Office 
365 End User Portal it 
is DD/MM/2000 

Y 
If not set in AD 
defaults to 1st January 
2000 and if user set in 
Office 365 end user 
portal it is 
DD/MM/2000 

UserPrincipalName Email 

Y 

Y 
Changes username to 
new email if not using 
Secure Comms 

BusinessPhones[0] Telephone Y Y 

MobilePhone Mobile 

Y 

Y 
Changes username to 
new mobile if not 
using Secure Comms 

StreetAddress AddressLine1 Y Y 
PostalCode PostCode Y Y 
City Town Y Y 

State County 
Y 
Will only apply if 
available in StaffCircle Y 

Country Country 
Y 
Will only apply if 
available in StaffCircle Y 

CreatedDateTime / 
HireDate StartDate 

Y 
If HireDate has a value 
this will be used 
If not use  



CreatedDateTime as 
StartDate is a required 
field in StaffCircle for 
user creation 

ProfileImage AvatarUrl Y  Y 

Department Department 

Y  
Matches by name on 
Departments that 
already exist in 
StaffCircle 
If the Department is 
not found it will 
attempt to find the 
users Manager and 
then create a new 
Department with the 
Manager as the 
Department Manager  
If the user Manger is 
not found then the 
tenants Primary 
Contact will be set as 
the Manager of the 
new Department Y 

JobTitle Role 

Y 
Matches by name on 
Roles that already 
exist in StaffCircle 
If it doesn't exist it will 
create a new Site 
within StaffCircle Y 

OfficeLocation Site 

Y  
Matches by name on 
Sites already within 
StaffCircle 
If the site does not 
already exist then it 
will create it within 
StaffCircle Y 

Manager Manager 

Y 
If a Manager is set in 
AD then it will attempt 
to use that if they are 
already within in 
StaffCircle 
If not it will check to 
see if they have a 
Department. set and 
use that Manager 
within StaffCircle 
If not then it will use Y 



the tenants primary 
contact as the 
Manager if that exists 

n/a Tag @GivenName-
Surname n/a 

n/a Person Status Employee n/a 

n/a Status 

Pending Activation (if 
auto activate is on = 
Activated (if Skip 
Verification then no 
email, otherwise email 
activation is required)) 

see User Update & 
Creation Rules table 

 
 
 
 
Change Rules table below specifies the action taken on StaffCircle based ont he 
 

AD User 
Exists 

StaffCircle User 
Exists 

AD Account 
Enabled 

StaffCircle 
Account 
Enabled 

Change Type 
(Graph API 
Webhook) Action 

Yes No n/a n/a Updated 
Create the user 
in StaffCircle 

No Yes n/a Yes Updated 
De-activate the 
StaffCircle User 

No Yes n/a Yes Deleted 
De-activate the 
StaffCircle User 

Yes Yes No Yes Updated 
De-activate the 
StaffCircle User 

Yes Yes Yes No Updated 

Re-Activate the 
User (Doesn't 
apply any 
updates) 

Yes Yes n/a n/a Updated 
Update the user 
based on AD 

 


